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Abstract

We consider timing-induced functional errors in in-
ter process communication. We present an Automatic
Test Pattern Generation (ATPG) algorithm for the
co-validation of hardware-software systems. Fvents
on trigger signals (signals contained in the sensitivity
list of a process) implement the basic synchronization
mechanism in most hardware-software description lan-
guages. Timing faults on trigger signals can have a
serious impact on system behavior. We target timing
faults on trigger signals by enhancing a timing fault
model proposed in previous work. The ATPG algorithm
which we present targets the new timing fault model and
provides significant performance benefits over manual
test generation which is typically used for co-validation.
Keywords: Hardware-software, Co-validation, Auto-
matic Test Pattern Generation, Timing validation

1. Intr oduction

Hardware-software systems are pervasive in the elec-
tronics systems industry. The widespread use of these
systems in cost-critical and life-critical applications mo-
tivates the need for a systematic approach to ver-
ify functionality. Several obstacles to the verification
of hardware-software systems make this a challenging
problem. In order to manage the complexity of the
problem, co-validation techniques in which functional-
ity is verified by simulating (or emulating) a system
description with a given test input sequence are being
considered. Verification techniques which verify func-
tionality by using formal techniques like model check-
ing, equivalence checking etc. have been explored. For-
mal verification techniques can guarantee 100% fault
coverage but are highly complex and often intractable,
whereas co-validation techniques can only provide a de-
gree of certainty which is less than 100%. The complex-
ity of co-validation can be made tractable by using a
test sequence of reasonable length, and the degree of
certainty can become arbitrarily close to 100%.

Hardware-software systems often have inter-process

timing constraints which must be satisfied to ensure
correct operation. Co-validation techniques used with
hardware description languages like VHDL and Ver-
ilog are still developing. Software testing techniques
used with behavioral software languages have been well
known. One might think that previous work done
on software testing may be used to address the co-
validation problem. Behavioral hardware description
languages including VHDL and Verilog support time-
varying signals, and include concurrency constructs
such as the process statement in VHDL.

Previous work [5] considered the timing faults in in-
ter process communication [5] [4]. The Co-design Fi-
nite State Machine (CFSM) model [1] has been used
to capture the system behavior, and to express the in-
teractions between system components. Signals in a
CFSM can be either a trigger signals or a value signals.
Value signals cannot cause the transition, but can be
used to choose among different possibilities involving
the same set of trigger events. Events on trigger signals
form the basic synchronization mechanism in CFSM
because only an event on a trigger signal can cause a
state transition to occur. Timing faults on value sig-
nals are considered in previous work, but timing faults
on trigger signals have not been addressed.

The co-validation process typically requires a time-
consuming manual test generation step. An Auto-
matic Test Pattern Generation (ATPG) tool which can
be used to greatly reduce the time required for co-
validation has been developed. The result of the ATPG
process is a timed sequence of events on the system in-
puts which will detect timing-induced faults based on
an extension to the fault model described in [5]. The
CFSM model has the advantage that it is supported
by the POLIS co-design framework [2], and it can be
constructed directly from reactive languages including
ESTEREL [3].

The paper is organized as follows: Section 2 de-
scribes proposed design fault model for timing-induced
errors of trigger signals. Section 3 outlines the stages of
a test pattern generation technique to target the pro-
posed timing fault model for trigger signals and the
timing fault model for value signals presented in [4].
Results are presented in Section 4 and the work is sum-



marized in Section 5.

2. Timing Fault Model

Timing faults exists if the signals are assigned val-
ues at incorrect time even though the values are cor-
rect. There are several signal timing relationships
which must be maintained to guarantee correct com-
munication between the two processes. Dataflow fault
models have been extended to capture timing-induced
functional defects [5]. A timing fault is associated with
the definition and use of a signal in the behavioral de-
scription. A definition of a signal x is an assignment
of a value to z, and a use of x is the assignment of
another signal y which depends on the value of z. For
example, a <= inl is a definition of @ and z <= a is
a use of a. A timing error can occur if a definition-use
pair are executed in the incorrect order. For example,
if signal a should be assigned to a constant before it is
used, but due to a timing problem, a is used before it
is properly assigned. We refer to this type of fault as
a Mis-Timed Event Late (MTEjy.) fault because
the definition occurs later than it should. Conversely,
an MT E,qr1y fault occurs on a definition-use pair if the
definition is executed too early.

The MTE fault model was originally proposed in [5]
and it has been adapted for the CFSM model here. In-
tuitively, a trigger signal is one which is contained in
the sensitivity list of a process. An event on a trigger
signal causes the execution of a process in time. Trig-
ger signals implement the basic synchronization mech-
anism in HDLs including VHDL and Verilog.

A Mis-Timed Event of a Trigger signal
(MTET) fault to be associated with definition and
use statements on a given signal s € S along with the
state either preceding or succeeding the use, where S is
the set of all signals used in the design. The existence
of an MTET fault indicates that the associated signal
definition occurs at the incorrect time and causes the
system to be in a different state. Two types of MTET
faults can exist, MT ET,qy, where the definition occurs
earlier than the correct time, and M T ET},¢. where the
definition occurs later than the correct time.

An early fault on a trigger signal can cause the event
to occur while the receiving CFSM is in a state prior to
the corect state. This can be explained with the help of
an example shown in Figure 1. This example has two
processes X and Y which run in parallel and exchange
data through a FIFO buffer. The read and write signals
are trigger signals because events on these signals cause
the state of the FIFO to change. In order for the system
to operate correctly, an event on the read signal cannot
occur when the FIFO is in the empty state, and an
event on the write signal cannot occur when the FIFO
is in the full state. An MTET fault can cause events
on the read and write signals to occur in the empty

and full states respectively.
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Figure 1: Two processes communicating via a FIFO

2.1. Detectionof Timing Faults

The timing fault associated with a signal is detected
only if there is a use of the signal inside the error span
of the fault. The error span extends from the erroneous
time step to the correct time step. Unfortunately, the
precise position of the error span is not known since
simulation of the faulty circuit reveals only the erro-
neous time step. It is clear, however, that the error
span must extend, either forward or backward in time,
from the erroneous time step. In order to ensure that
a use occurrence is within the error span of a fault,
the use occurrence must be “close” to the correspond-
ing definition occurrence in time. We define an error
span threshold, &, a mon-negati e integer representing
the ai u ti e etween the definition and use o -

urTen €

3. Automatic TestPattern Generation
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HW-SW Description

{ Generate Fault List }

- Path Identification }
‘{ Select an Undetetcted Fault}

{ Generate Test Sequence J

S1

*car->*pay

C1
*pay, paykey=>5|[10||15->
paid=5]|10||15

Trigger Event Matching }

Timing Resolution }

{ Fault Simulate Test Sequen%e

S3 S2
*done-> *tick, paid=5/|10[|15 -> C3
*change, *bill *pump, pump=5||10||15 *change
(@) (b)

Pl

*tick,*pump, pump=15

*pump, pump=10,
*tick

P6

*tick->*fill

P4

*tick

“pump, pump=5,
*tick

*tick

3.1. TestSequace Generation



Events

Input q— key=5 ick = *tick |-+

Station: | icar] || oipayy

Pump:

| — |
Customer: | | -LUz+pay | ; g |

3 i |[UB:paykey=5 Da-paid
Time 3
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4. Results

3.2. Fault Simulation
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4.1. Redundant Faults

4.2. Summary

CPU Time (sec.)

Maximum Path Length

Traffic Light: CPU Time Vs Maximum Path

T T T
IFV T
/’ ]
r/
50 - / B
= /
£ /
v 40 / g
g /
g /
8 /
=30t / b
3 /
w a
S
ya
20 ,r o +
/
/
10 b /7 4
/
0 . . . . .
1 2 3 4 5 6 7

Maximum Path Length

Traffic Light: Fault Coverage Vs Maximum
Path Length



E]\?élr%ts } *;;alr( ptz_ay{ey=5 *tick *tick *tick
1 *ticl 1l i ‘ i
u2:+tick [[D2*pumg| |
ion: Ul:*car D1:*pa - - |
Station: i:l pay U3:paid=50l p3:pump=5 !
i ; h 1 b
! ' | U4:*tick
Pump: ; ; ; [U5*pumg
1 1 ! U6:pump=1
| | 1 ! !
Customer: | i | Urpay N D4:paid=5| | 3
i || U8:paykey=5| i 1
Time Con 1 © 1 B “

Example for a Redundant Fault

5. Conclusions
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