Hardware-®ftware Covalidaion: Fault Modds andTestGeneaation

lan G. Harris
Departmenbf ElectricalandComputerEngineering
University of Massachusetts
Amherst,MA 01003
harris@ecs.umagsiu

Abstract

The increasinguseof hardwaresoftware systemsin cost-
critical and life-critical apgications has led to heightered
significanceof designcorrectress of thesesystems. This
paperpresets a summay of researchn hardware-sdtware
covalidation which involves the verification of design
corret¢nessusing simulation-tasedtechniqies. This paper
focuseson the testgeneation proessfor hardvare-softvare
systemsaswell asthefaultmodelsandfaultcoverageanalysis
technigieswhich suppot testgeneratio.

1 Intr oduction

The widespred use of hardvare-softvare systemsin
cost-criticaland life-critical appications motivates the need
for a systematicapprach to verify functionality. Severd
obstaclesto the vetification of hardvare-softvare systems
malke this a challerging problem, necessitatinga major
researcleffort. Oneissueis the high compexity of hardvare-
software systemswhich derives from both the size and the
hetergeneos natue of the desigrs. Hardware velification
comgexity hasincreaedto thepoint thatit domindaesthecost
of design.In order to manag the compleity of the prodem,
mary researchrsareinvestigatingcovalidation technques,in
which functionality is veiified by simulating (or emulatirg)
a systemdescripion with a given test input sequence. In
contrast, formal verification technques have beenexplored
which verify fundionality by using formal techniges (i.e.
modé checkirg, equivalence checkirg, automatictheorem
proving) to preciselyevaluatepropertiesof the design. The
tractability of covalidationmakesit theonly practicalsolution
for mary realdesigns.

In this surwey we summaize researchin the stagesof
covdidation involved with testgeneation. We descrile fault
modds usedto descrite designdefectan Section2, aswell as
the autamatic testgeneratio techniaieswhich are basedon
thosefault modelsin Section3.

2 Fault Models and CoverageEvaluation

A designdefectis a incorrect featue of a designwhich is
accidentlly included by the desigrer. Designdefeds may
rangefrom simple syntacticalerras confinal to a singleline
of a designdescriptim, to a fundanental misundestanding
of the designspecificatiorwhich mayimpacta large sggmernt

of the descriptim. The number of potentialdesigndefects is
too large to be managd eitherautomatically or manually so
a methodis neededo rediwce comgexity without sacrificing
accungy. A designfault describeghe behaior of a set of
designdefects,allowing a large set of designdefects to be
mockled by a small set of designfaults. A covalidation
fault model describesthe definition of a set of faults for
an arbitray design. A covalidation fault model allows the
corcise represetation of the setof all designdefectsfor an
arbitrary design. Covalidation fault modelscan be evaluatel
by their accuracy in termsof modelirg designdefeds, and
their efficiencyin termsof the nurmberof faultsin a design

The majoiity of hardware-softvare codesign systemsare
basedon a top-down designmethoalogy which begins with
a behaioral systemdescriptim. As a result,the majority of
covalidation fault mocels are behaioral-level fault models.
Existing covalidation fault modds can be classifiedby the
style of behaioral descriptim upan which the mocels are
based. Systembehaiors are originally specifiedin textual
languagessuchasVHDL andESTEREL,andarecorverted
into an intermal behaioral format for usein codesignand
cosimuation. Many differentinternalbehaioral formatsare
possible1].

As a tool to descrile covalidation fault modds we will
usethe simple systemexamge showvn in Figure 1. Figure
la shovs a simple behaior, and Figure 1b shows the
corresponéhg contiol-dataflav graph (CDFG). The examge
in Figurel is limited becaseit is compaedof only a single
processandit containgnosignalswhichareusedto mockl real
timein mosthardvaredescriptim langua@s. In spiteof these
limitations, the exanple is sufficient to describethe relevant
featuesof mostcovalidationfault models.
2.1Textual Fault Models

A textud faultmodelis onewhichis applieddirectly to the
original textual behaioral description The simplesttextual
fault mocel is the statementcoverage metric introduced in
software testing [3] which associates poterial fault with
eachline of code, and requires that each statementin the
descripion be executedduring testing. This modé is very
efficient sincethe numker of potentialfaultsis equalto the
nunmberof linesof code.Ontheotherhand,it is well acceptd



int foo (intinl, intin2)
int a, b, c;

a inl + in2;
b 0; ¢ =0;
while (c < a)
c =c +inl;
if (c <in2
return (a + b);
el se
return (a + c); v
5.[return(a+c);]6.[return(a+b);]

(a) (b)

Figurel: Behavioral Descriptiors, (a) Textual Description (b)
ControlDataflav Graph(CDFG)

thatthe limited accurag of statementoveragerequires that
it be usedin corjunction with otherfault modelsin orderto
properly validatea design.

Mutation analysisis a textual fault mocel which was
originally developedin the field of softwaretest[4, 5], but
hasalsobeenappliedto hardvarevalidaion [6]. In mutation
analysistermindogy, a mutart is a version of a behaioral
descriptim whichdiffersfromtheorigind by asinglepoteriial
designerra. A mutation opertor is a function which is
appliedto the original progiam to geneate a mutan. A set
of mutatian operates describs all expecteddesigrerrors,and
therefae defineghefunctionaldefect mockl. Sincebehaioral
hardware descriptios sharemary featuresin comma with
procealural software progams, previous researcher[6] have
useda subsetof the software mutation opeationspresented
in [4]. A typical mutationopeation is Arithmetic Operator
Replacenent(AOR), which replacesacharithmeticopegtor
with anotler operaor. For exampge in Figurela,theline a=
in1+in2; wouldbereplacedvitha=in1—in2;,a=inl1xin2;,
anda = in1/in2;. Theefficieng of thismetricis goodbecase
the numbe of mutantsin a descriptionis O(s* m), wheres
is the size of the behaioral descripion andm is the nurber
of mutationoperdions used,which is a low constan (22 in
the caseof [4]). The accuray of this appoachhasnot been
demanstrated Thelocalnatureof themutationoperatimsmay
limit its ability to describea large setof designdefects.

2.2 Control-Dataflow Fault Models

A numbe of covalidation fault mocels are basedon the
traversal of pathsthrough the CDFG repesentingto the
systembehaior. The earliestcontroldataflav fault mocels
includebranchcoverageandpathcoverage[3] modelsusedin
softwaretesting.

Thebrarch coveragemetricassociatepotertial faultswith
each direction of each condtional in the CDFG. Branch
coverage requres that the set of all CDFG paths covered
during covdidation include both directins of all binary-
valuedcondtionals. Branchcoverageis commaly usedin
for hardvare validation and software testing, but it is also

accepedto beinsuficient to guarameecorrectnesslone.The
efficiency of thebrarch coveragemetricis high becageit can
be compued by analyzirg a singlecosimuldion outptt trace.
The brarch coverage metric has beenused for behaioral
validation by several researchrsfor coverageevaluatian and
test geneation [7, 8, 9]. The accuacy of branchcoverage
has been studiedto determineits ability to cover design
defects[7, 8]. In [7] researcharfound thatbrarch coverage,
togeher with toggle coverage, was sufiicient to ensurethe
detectio of 25 of 26total designdefectdn a5-stagepipelined
microprocessoexamge.

The pathcoveragemetricis a moredemarling metricthan
the brarch coveragemetric becase path coverage reflects
the numter of controlflow pathstaken. The assumptia
is that a defectis associatedsome path throwgh the contiol
flow graphandtherebre all contrd pathsmustbe executa
guaanteefault detection. The numter of contol pathscan
be infinite whenthe CDFG containsa loop asin Figure1b,
so the path coveragemetric may be usedwith a limit on
path length [10]. Since the total nunmber of contol-flow
patts grons exporentially with the number of conditioral
statements several researcher have attempte to selecta
subsebf all contrd-flow pathswhicharesufiicientfor testing.
One path selectioncriterion is presentedn [11] (basedon
work in software test [12]) identifies basis set of paths, a
subsetof pathswhich are linearly independentand can be
conposedto form ary othe path. Previous work in software
test[13, 14, 15, 16, 17] have investigaed dataflow testing
criteria for pathselection. In dataflav testing,eachvarialle
occurenceis classifiedas eithera definition occurenceor a
useoccurence.Pathsareselectedvhich connecta definition
occurenceto a use occurenceof the samevarialde. For
exanple in Figure 1b, nodel contairs a definition of signal
a andnodes 2, 5, and 6 containusesof signala. In this
exanple, pathsl, 2, 4, 5 and1, 2, 4, 6 mustbe executedin
order to cover bothof thesedefinition-usepairs. Thedataflav
testingcriteriahave alsobeenappliedto behaioral hardware
descripions[18].

The majoiity of controldataflav fault models consicer
the cortrol-flow pathstraversedwithout over-corstrainingthe
values of variables andsignals. For examplein Figurelb,in
orderto traversepathl, 2, 3, thevalueof ¢ mustbe minimally
corstrainedto be lessthan a, but no additimal constraints
are requied. This can be cortrastedwith varigble/signal-
orierted fault modds which placemore stringer constraints
onsignalvaluesto ensurdaultdetection Thedomainanalysis
technque in software test [19, 3] considersnot only the
cortrol-flow path traversed, but also the varialle and signal
values during execution. A domain is a subsetof the input
spacenf aprogramin whicheveryelementausesheprogram
to follow a comma contrd path. A domain fault causes
programexecutia to switchto anincorre¢ domain Doman
faultsmay be stimulatedby testpoints arywherein the input
spacebutthey aremostlik ely to bestimulatedoy inputswhich



causethe programto bein a statewhich is “near” a domain
bourdary. An exampe of this property canbe seenin Figure
1bin thetraversalof pathl, 2, 3. Theonly constraintequred
isthatc < a, butif thedifferencebetweerc andais small,then
thereis agreatetik elihoodthatasmallchamgein thevalueof ¢
will causetheincorrectpathto betraversed Researchehave
appliedthis ideato develop a donmin coveragefault mode
which canbe appliedto hardvare and software descriptiors
[20].

Many contrd-dataflov fault
modds considerthe requrementsfor fault activation without

for test. The prodemsassociatedvith statemachinetesting
are undestoodfrom classicalswitchingtheory [31] and are
sumnarizedin anthoroughsurney of on statemachire testing
[32].

Themostsignificart prablemwith the useof statemachire
fault modelsis the comgexity resultingfrom the statespace
size of typical systems. Several efforts have beenmadeto
alleviate this problem by identifying a subsetof the state
machne whichis critical for validation. The ExterdedFinite
StateMachine(EFSM) [33] andthe ExtractedControl Flow
Machire (ECFM) [26] modelscreatea reducedstatemachire

explicitly considerig fault effect obsevability. Researchers by partitioning the statebits betweencontiol and databits.

have developedobsenability-basedbehaioral fault mockls
[21, 22, 23, 24] to alleviate this weakress. The OCCOM
fault mockl hasbeenappliedfor hardware validation[21, 22]
and for software validation [23]. The OCCOM apprach
insertsfaults called tags at eachvarigble assignmentvhich
represeha positive or negative offsetfrom the correct signal
value. The sign of the error is knowvn but the magntude
is not. Obsenrability analysisalong a contrd-flow pathis
doneprababilistically by usingthe algebaic propeties of the
operaions along the path and simulationdata. A tag will
propagatethrough abehaioral operdion if two conditinsare
met: 1) it is of appopriatesign and, 2) the otherinputs to
the operatim are non-ontrolling. As an examge, in Figure
1 we will assumethat a positive tag is insertedon the value
of variablec andwe mustdeternine if thetagis propagated
throwgh the conditionc < in2 in noce 4 of Figure 1b. The
propagationof the tag deperls on the magnitudesof ¢ and
in2. Sincethetagis positive, it is possiblethatthe condtional
statementvill executeincorretly in thepresencef thetag,so
the OCCOMappr@choptimisticallyassumegagpropagation
in this case. Notice that a negaive tag coud not affect the
execuion of the conditinal statement.

While the appoachpresentedn [21, 22, 23] determires
obsenability in a probailistic fashion otherresearcherhave
developed a a precisetechniqe [24]. Work in [24] injects
stuck-atfaultsoninterral variabesanddetermiresfault effect
propagationbehaiorally. Becausehe obsenrability analysis
is precisethe computationalcompgexity is increased
2.3 State Machine Fault Models

Finite statemachires are the classicmethodof descriling
thebehaior of asequetial systemandfaultmodelshavebeen
definedto be apgied to statemachires. The commaly used
fault models[25, 26, 27] arethe statecoverage modé which
requies that all statesbe reacked, and transition coverage
which requies that all transitionsbe traversed Thesefault
modds have also beenrefinedto differentiatefaultsin the
outpu function from faults in the next statefunction [28].
Statemachinetransitiontours, pathscoveling eachtransition
of the machire, are applied to microprocessorvalidation
[29]. A userrefined transition coverage mocel has been
proposed[30] which selectnly transitionswhich affect state
variales which areidentifiedby the userasbeingimportant

In [34] a redwced state machne is generatedby projectirg
the original state machne onto a set of stateswhich are
idertified asbeinginterestingfor validationpumposes.These
statemachire reductian technigieshave successfullyenablel
validationto be performedfor severallarge-scalalesigns.
2.4 Gate-Level Fault Models

A gate-level fault
mocklis onewhichwasoriginally developedfor andappliedto
gae-level circuits. Manufactuing testingresearcthasdefine
several gate-level fault modelswhich are now appliedat the
betavioral level [35, 36. For examge, the stuck-atfault
mockl assumethateachsignalmaybeheldto aconstantalue
of 0 or 1 dueto a defect. The stuck-atfault modelhasalso
beenapgied atthebehaioral level for marufacturirg test[37]
andfor hardwaresoftware covalidation [38, 39]. Behavioral
desigrs often usevariabdes which arerepresentg with mary
bits, andgate-level fault modds aretypically appliedto each
bit, individually. For examge, if we assumehataninteger as
declaedin Figurelais 32 bits long, thenapplying the single
stuckat fault modelto a variablewould produce32 stuckat-
1 faults and 32 stuck-at-Ofaults. The toggle coveragefault
mockl, which requires that eachbit signal transitionup and
down, hasbeenapgied for designvalidaion and hasbeen
expandedo corsiderobsevability [24].

2.5 Application-Specific Fault Models

A fault model which is designedo be gererally applicate
to arbitrary designtypes may not be as effective as a fault
mockl which targets the behaioral featuresof a specific
appication. Tojustify thecostof develgpingandevaluding an
apgication-specifidaultmodel,themarketfor theapplication
must be very large and the fault modes of the application
mustbewell undestood. For this reasonapplicatim-specific
fault modelsare seenin microprocessortest and validation
[40, 41, 42, 43, 44]. Application-specificfault modelsare
alsousedfor popuar, well standar@&ed applicatims suchas
MPEG codirg [45].

Anctheralternatie to a the useof a traditional fault model
is to allow the desigrer to define the fault model. This
option relies on the design€'s expertise at expressing the
chaacteristicsof the fault mocel in order to be effective.
Several tools have been developed which automaically
evaluateuserspecifiedoropertiesduting simulationto identify



the existene of faults. Theseapprachediffer in the method
by which the designerspecifiesghe fault mocel. The simplest
technigies used in comma hardvare/softvare dehuggers
allow the userto specify breakpints basedon the valuesof
a subsetof statevariables. More sophisticatedools allow
thedesigne to usetempoal logic primitivesto expressfaulty
condtions[46, 47].

2.6Interface Faults

To mana@ the high conplexity of hardvare-softvare
designand covalidation, efforts have beenmadeto separate
the behaior of each compment from the commnunication
architectue [48]. Interface covalidation becones more
significantwith the onsetof core-taseddesignmethalologes
whichutilize pre-designedpre-\erifiedcores.Sinceeachcore
commnentis preverified, the systemcovalidation prablem
focusentheinterface betweerthecommnents.

A case study of the interface-lased covalidation of
an image conpression system has been preseted [49].
Researcherslassifytheinterfacefault which occuredduring
the design processinto three groyps: 1) COMP2COMP
faultsinvolving communicationbetweerpairsof compaents,
2) COMP2COMM faults involving the interactionbetween
eachcompamentandthe communicationarchitectue, and 3)
COMM faultsinvolving the coordiratedinteractiors between
the communicationarclitectureandall compmnents.In [49],
test bencles are developedmanually to target eachof these
interfacefault classes.

Additional interface compexity is introduced by the
use of multiple clock domains in large systems. The
interfaceshetweerdifferentclockdomairs mustbeessentially
asynchonous, makingthemparticulaly vulnerableto timing-
induced faults. Timing-inducedfaults are describedn [50]
asfaultswhich causethe definition of a signalvalueto occur
earlieror later thanexpeded. An examge of the occurence
of this type of fault would beanincreaseddelayon theempty
statussignalof a FIFO. If the emptysignalis issuedtoo late,
the FIFO maybereadfrom while it is empty In [20] atiming
fault mockl is preseted and a techniaie for fault coverage
evaluatian is introduced.

3 Automatic TestGeneration Techniques

Several autonatic testgeneation (ATG) appracheshave
beendevelopedto which vary in the searchspacetechniqie
used, the fault model assumedthe searchspacetechniaie
used,andthe designabstractionevel used. Our discussion
will partition ATG algaithms as either Faut Directed
techniqgieswhich tamget faultsindividually, and Randmized
techniqies which target no specific fault but increasefault
coverageoverall.
3.1Fault DirectedTechniques

State machine testing involves the application test
sequenesto traverse pathsthrough the machine Pathsare
identifiedthrough the statemachire which include the states
andtransitionsof interestfor testing. This goalis sometimes
accomflished by defining transition tours which are paths

cortaining a subsetof all transitionsin the state machire
[29]. In [30], atestsequencés generatedor eachtransition
by assertingthat a given transitiondoesnot exist in a state
machne mocel, andthenusingthe mocel checkingtool SMV

[5]] to disprove the assertion. A byproductof disproving the
assertioris a courterexanple which is a testsequene which
includesthetransition.If afaulteffec canbeobsereddirectly
atthemachineoutputs, thencovering eachstateandtransition
duiing testis sufficiert to obsere the fault. In general,a
fault effect may causethe machineto bein anincorrect state
which cannotbeimmedidely obsened at the outputs. In this
caseadistinguishig sequencenustbeappliedto differertiate
eachstatefrom all otherstatesbasedon output values. The
testingproblemsassociatedvith statemachires,including the
idertification of distingushing, synchraizing, and homing

sequenes,arewell undestood[32, 31].

The abstractiormethodusedto representhe statemachire
has been shavn to greatly impact the compgexity of the
testgeneratio process. Binary DecisionDiagrans (BDDs)
have beenusedto represehthe statetransitionrelation and
efficiertly perfam implicit state enurreration by definirg
an image compuation which compues the stateswhich are
reaclablefrom agivensetof stateg52]. Theefficiency of this
methal of stateenumerationhasled to its useduring the state
machne testgererationprocesg 26, 34].

BDDs arealsousedat the befhavioral level to describethe
CDFGof abelavioral VHDL descrifion[53, 39, 54]. Inthese
appoachesthe functionsimplementd by eachoutpu bit are
descriledasasetof BDDs. Stuck-a faultsareinsertecateach
vaiiablebit to gereratefaulty BDDs aswell. Testpatternsare
idertified by satisfyingthe machire which is the XOR of the
godad andfaulty machnes.

Several researcher have chosento address the test
gererationprablemdirectly at the CDFG level by identifying
a set of mathenatical constrants on the system inputs
which causea chosenCDFG path to be traversed. Once
the constraits have been identified the test gereration
problemis equvalentthe problem of solving the constraints
simultaneuslyto produceatestsequeneatthesysteninputs.
EachCDFG pathcanbe associatedvith a setof constraints
which mustbe satisfiedto traversethe path. For exanple, in
Figure 1bthepathcontainirg nodes1, 2, 4, and6 is associated
with the requrementthat c > a andc < in2. Becausethe
opeationsfound in a hardwaresoftware descripion can be
either boolean or arithmeic, the solution method chosen
must be able to handleboth types of opeations. Handlirng
both boolea and arithmeic operatims posesan efficiency
prablem becase classical solutiors to the two probdems
have beenpresentd separately For instance,BDD-based
techniques perfam well for bodean operatims but the
conplexity of moceling word-level opeationswith BDDs is
high. In [55, 56] researcher definethe HSAT prodem as
a hybiid versionof the SAT prablem which considerdinear
arithmetic constraintstogetherwith boolean 2-SAT and 3-



SAT constraints.Researchearin [55] presehanalgorithmto
solvethe HSAT prodemwhichprogressiely selectsvarialles
andexploresvalueassignmente/hile maintairing consisteng
betweenthe bodean and the arithmetic constrints. Other
researches have solved the prodem by using publicly
availablelogic progam solving enginessuchasthe CLP(R)
engire [57] usedin [10] andthe GNUProlay engire [58] used
in[11].
3.2RandomizedTechniques

Severaltechniqieshave beendevelopedwhich develop test
sequenes using randonized algorithns to improve overall
coveragewithout a strondy directedsearchmechanism. An
exampe of suchatechnqueis presetedin [59, 9] which uses
agendic algorithmto successiely improve the popuation of
test sequenes. The costfunction (or fithessfunction) used
to evaluatea testsequene is the total numter of elememary
operdions (varialde read/wite) which areexecuted. Thegod
of this appr@chis to prodiceatestsequene which execues
each elementaryoperation at leasta minimum nurber of
times. Work presentedn [60] usesa Randan Mutation Hill
Climber (RMHC) algorithmwhich rancbmly modfies a test

sequene to improve a testability cost function. The cost
function usedcontairs two parts,(1) thenumkber of statements
execuedby thesequencegnd(2) thenumkberof outpuswhich
containafault effect. In [61] researchrsuserancbm patterrs
whicharebiasedy userdefinedconstraits which altersignal
likelihoads basedn stateconditiors.
4 Conclusions

We have presenteda topolog/ of researchefforts in
test genegation and fault mockling for hardvare-softvare
covdidation. It is clearthatthefield is maturirg asresearcher
have begunto identify andagree on the essentiaprodemsto
be solved Our undestandingof covaidation hasdeveloped
to the point that industrial tools are available which provide
practicalsolutiors to testgeneratio, particulaty at the state
machire level. Although automation tools are available,
they are not fully trusted by designes and as a result, a
significantamount of manual testgeneratia is requied for
the vast majority of designprgects. The chief obstacleto
thewidespreadicceptancef availabletechnigesis thelack
of faith in the correlation betweencovalidationfault mocels
andrealdesigndefects.Automatictestgeneationtechniques
have been presentedwhich are applicableto large scale
designshut until theunderlyingfaultmodelsareacceptegthe
techniqieswill not beappliedin pradice. Oncethis problem
is addressedspartof a growving researcteffort in hardvare-
software covalidaion, we can exped to seelarge increases
in covalidaion productivity through the autonation of test
geneation.
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